
After the Hazard Analysis:
Semi-Quantitative Risk Analysis to Derive 

Controls Using
Layer of Protection Analysis

1

Kelsey Forde CIH CSP CHMM Timothy Stirrup REM ASP CHMM
Owner, Principal System Safety Engineer Principal System Safety Engineer
klforde@parvaticonsulting.com tsstirrup@parvaticorp.com
(505)967-8917 (505)980-3743

Parvati Consulting LLC
…a woman-owned small business…

www.parvaticorp.com

Nuclear & Facility Safety Workshop 2021
February 17, 2021

ExxonMobil Refinery Explosion

u ExxonMobil Refinery Explosion

u Torrance, CA 2015

u https://youtu.be/JplAKJrgyew

http://www.csb.gov/mobile/videos/animation-of-2015-explosion-at-exxonmobil-refinery-in-torrance-ca/
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Discussion

u ExxonMobil Refinery Explosion

u Controls

u Assignment of Values

u Hierarchy Analysis

u https://youtu.be/JplAKJrgyew

http://www.csb.gov/mobile/videos/animation-of-2015-explosion-at-exxonmobil-refinery-in-torrance-ca/3

Layer of Protection Analysis (LOPA)

u LOPA History

u LOPA Defined

u LOPA Common Elements

u LOPA Use – Motivating Factors

u LOPA Steps

u LOPA Limitations/Benefits

u LOPA References
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LOPA History

u Origin with Company Specific Development

u Parallel Development of Safety Integrity Levels (SIL)

u Multiple Papers Published ~ 1997

u Center for Chemical Process Safety

u Internal Conference ~ 1997

u Workshop ~ 2000

u LOPA Concept Book ~ 2001

u “Redbook” Incorporation ~ 2008
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LOPA Purpose

u Replace Quantitative Risk Assessment

u Determine if Sufficient Layers of Controls

u Use of LOPA as Semi Quantitative Hazard 

Evaluation Tool for Judging Risk of Accident 

Scenarios

u Risk Analysis Tool that Must be Applied Correctly
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LOPA Defined

u Simplified Method of Risk Assessment
u Semi-Qualitative

u Semi-Quantitative

u Intermediate Between Qualitative and Quantitative

u Simplified Rules to Evaluate Scenario Impacts
u Initiating Cause Frequency

u Independent Layers of Protection

u Provide Order of Magnitude Risk Estimate
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Layer of Protection Analysis
Qualitative vs Quantitative
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LOPA Defined

u Qualitative Hazard Evaluation Techniques
u Generalized Cause – Consequence, Loss Events, and 

Assignment of Preventative or Mitigative Controls

u Quantitative Hazard Evaluation Techniques
u Assigned Failure Rates for Equipment/Controls Using Ever 

Increasing Detail for Site/Industry 

u Layer of Protection Analysis
u Order of Magnitude Estimates of Cause Frequency & Control 

Effectiveness

u Control Effectiveness = Independent Layers of Protection (IPL)
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LOPA Defined

u Traditional Hazards Analysis Looks at Entire System or 
Process

u Qualitative – What If, What-If/Checklist, HazOp

u Quantitative – Fault Tree, Event Tree, QRA

u LOPA Looks at Individual Scenario

u Applied After Traditional Methods
u Narrow Focus on Important Events

u Derived Significant Controls
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LOPA Defined

u Simplified Form of Risk Assessment

u Order of Magnitude Categories

u Event Frequency

u Consequence Severity

u Likelihood of Failure of Independent Protection Layers (IPL)

u Builds On Qualitative Hazards Analysis ~ Semi 

Quantitative/Qualitative

u Rule-Based Implementation
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Common Elements

u Consequence Classification Method

u Typically Company Specific

u Use of Standard Consequence Table

u Derived from Qualitative HE

u Numerical Risk Tolerance Criteria

u Fatalities & Fire Frequencies

u Required Number of IPL Credits

u Maximum Frequency for Specified Categories

u Method of Developing Scenarios
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Common Elements

u Rules for Controls as IPLs

u Default Frequency Data

u Event Frequencies

u Credits for IPLs

u Procedure for Calculation

u Procedure for 

Application/Acceptance

u Rules for Controls as IPLs

u Independence

u Functionality

u Integrity

u Reliability

u Auditability

u Access Security

u Management of Change
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LOPA Use

u Effectively Used Throughout Safety Life Cycle

u Preferred Use

u Detailed Design Stages

u Modifications to Designs

u Techniques Where Defining

u Control Hierarchy

u Control Requirements

u Use for Engineering/Administrative Controls
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Defense in Depth
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Ref. Center for Chemical Process Safety, Layer of Protection Analysis: Simplified Process Risk Assessment

LOPA Use

u Typically Performed After Analyzing System with Qualitative 
Hazard Evaluation (HE) Technique

u Higher Risk Scenario
u Decision Quality Requires Increased Clarity

u Risk = Frequency x Consequence
u Higher Consequence Requires Higher Confidence to Support Decision 

Making

u Narrowed Focus on Frequency Control

u LOPA Uses Common Conservative Frequency and Control 
Effectiveness Values to Derive Acceptable Risk for a Given 
Scenario
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LOPA Use

u LOPA is a Process to Evaluate Risk with Explicit Risk 
Tolerance for Specific (Higher) Consequences

u Support Rationale “Risk Based” Business Decisions

u Creating Value without Taking Unnecessary Risk

u Tolerable Frequency is Decision Criterion for Design 
and Operational Changes
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Use of LOPA

u Tolerable Frequency is Decision Criteria for Design and 
Operational Changes

u Allocate Proportionate Resources Commensurate with 
Risk

u Higher Consequence – Lower Tolerable Frequency

u Acceptable Risk = Risk Tolerance

u Company Decisions Based On Risk Tolerance
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LOPA Steps

u Step 1 – Analyze Single Event/Consequence
u Specific Hazard, Receptor, & Consequence

u Step 2 – Determine Tolerable Frequency

u Step 3 – Assess Probability of Initiating Events

u Step 4 – Identify Independent Protection Layers (IPLs)

u Step 5 – Calculate Expected Frequency

u Initiating Event x Failure of Safeguards

u Step 6 – Determine Safeguards

u Step 7 - Determine Residual Risk

u Step 8 – Apply Safeguards Until Acceptable Risk
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LOPA Worksheet
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LOPA Steps

u Event Side

u Identify Unacceptable 

Consequence

u Screen Events Against 

Consequence

u Determine Event 

Frequency

u Control Side

u Identify IPLs

u Identify Probability of IPL 

Failure 

u Add Controls to Tolerable 

Risk
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u Event Side – Control Side = Residual Risk

u Event Side – Control Side = Acceptable Risk

Failure Rates
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u Standard Industry Values

u Standard Corporate Values

u Comparable

u Common Risk Decisions

Ref. Center for Chemical Process Safety, Layer of Protection Analysis: Simplified Process Risk Assessment



Independent Protection Layer

u Independent from the Initiating Event

u Independent from other IPLs/Safeguards
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LOPA IPL Values
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u Standard Industry Values

u Standard Corporate Values

u Comparable

u Common Risk Decisions

Ref. Center for Chemical Process Safety, Layer of Protection Analysis: Simplified Process Risk Assessment



Benefits

u Simplified Framework for Understanding Risk

u Defensible Process/Procedure

u Less Time Than Quantitative Risk Analysis

u Defines Safety Integrity Levels

u Defines Hierarchy of Controls 

u Means of Comparing Risk

25

Limitations

u Internal Risk Comparisons Valid Only When Using 

Same LOPA Method

u Result Values Are Not Precise

u Should Not Be Applied to All Scenarios

u Time/Resource Commitment

u Not Hazard Identification/Evaluation Tool

u External Risk Comparisons Not Typically Valid
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Assessment; CCPS 2001
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u Guidelines for Enabling Conditions and Conditional Modifiers in 
Layer of Protection Analysis; CCPS 2015
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Follow Up with Parvati
u Facility/Worker/Nuclear Safety & Safety Basis

u Redbook Training

u Redbook Overview

u Redbook HE Techniques 

u What-If/Checklist

u Failure Modes & Effects Analysis (FMEA)

u Hazard & Operability Analysis (HazOp)

u Layer of Protection Analysis (LOPA)

u Risk Analysis

u Inherent Safety Reviews

u Perform Process Hazards Analysis

u Compliance Auditing & Readiness

u Hazard Evaluation Facilitation

u Peer Review PHA (HI + HE)

u Integration Techniques

u Systems Theoretic Accident Model and 
Processes Analysis (STAMP)/ Systems Theoretic 
Process Analysis (STPA)

u Traditional ES&H/IH/OS Services
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