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A report by Ernst & Young (2020) finds that 
"security awareness programs at many 

organizations are weak, half-hearted, and 
ineffectual.

Keeping a security awareness program alive 
and healthy is an ongoing corporate training 

and communication effort. 
Successful programs are a lot like marketing 
campaigns: Organizations should distribute 

little bits of information to employees on an 
ongoing basis. The company's internal 

communications team should be leveraged to 
ensure that the messaging is fresh and 

consistent with the corporate culture and the 
current security landscape.

Without strong management support, efforts 
are futile.”

The not-so-secret 
sauce of success
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Security Awareness: Compliance at its Best

In 2019 at PNNL, Security Awareness meant compliance: staff 
were trained per requirements and varied announcements were 

published for staff by a .5 FTE, then this happened…

Safeguards & Security was tasked 
with an extensive set of changes 
around the protection of sensitive 

technologies and export control with 
the potential to touch all staff 

(~5,000).
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More required changes 
and resulting 

communications 

In addition…
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Security Awareness @ PNNL: A New Dawn

Changes in how security awareness was focused were critical.

90% compliance-
based activities

with once-per-year content of 
~80 pages, .5 FTE

90% awareness
while remaining fully 
compliant, 1.5 FTE

Why? Staff respond more positively and have improved retention with 
varied,  creative messaging and mediums, with a healthy dose of visual 

elements. 
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Where to start? Change management: 
Identifying the elephant

Change management 
architects are vital to 
identifying the beast!
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Security Awareness: One Bite at a Time
How to approach large-scale changes

New program name
• “Export Control Office” to “Technology 

Protection & Export Control (TPEC)”
New branding
New website
New staff resources

• Two new online tools for knowing when 
TPEC support is warranted, and for 
requesting TPEC support

• New all-staff awareness training
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Rebranding: Meet TPEC!

It’s not just a program…a consistent, 
impactful brand that is used in every 
communication, presentation, poster, 
email address is vital.
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Rebranding and website
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Website and resources

Vanity URL
tpec.pnl.gov
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Website and resources
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Communications

• In-person sessions with branded 
giveaways, then virtual (recorded)

• Monthly for ~12 months, then quarterly; 
follow up with email materials

• Targeted presentations for workgroups 
around the Laboratory

• Invite guest speakers with a nexus: FVA, 
CI, OPSEC
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Communications
Display table branding
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Communications

Flat panel display

Workplace/Yammer Posts
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Communications

Tutorial video New group email address
tpec@pnnl.gov

Internal search answer

• Every available Lab communications medium 
with an emphasis on heavy users

• In-person forums with large groups of 
stakeholders
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Communications
Awareness articles
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TPEC Program: “Many of these 
efforts are the first of its kind 
within the DOE complex and are 
setting the standard for 
technology protection at DOE.”

The results

Benchmark survey – initial completed at 
beginning of efforts; follow up survey 
pending rollout of all-staff training

DOE Security Professional of 
the Year (Contractor)
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Benefits of flipping the compliance model

Upcoming changes:
• Foreign Visits & Assignments

• Controlled Unclassified 
Information

• Physical Security
• U-PIV

• Personnel Security

Security Awareness is no longer just about staff taking rote training 
once a year. It’s a continual buffet of security-related messaging for 

top-of-mind awareness. 
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Required:
• Management support
• SME support
• Change management
• Communications
• Graphics
• Benchmark other sites

How to implement large changes at your site

Staff: WIIFM?
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Thank you for engaging with 
my presentation!

Shannon Cartier
shannon.cartier@pnnl.gov



Thank you
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