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“Hot” Topics in Information Security

Topics for future InfoSec Working Group meeting:

e Controlled Unclassified Information (CUI)

e Classified in the Electronic Environment

e Destruction Equipment and EPL

e Operational Technology
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Controlled Unclassified Information
Challenges:

 |dentifying the entity at the contractor sites who will
implement CUI policies.

e Acquiring resources to implement CUI.

e Partnerships with other agencies who already
implement CUI requirements (e.g., DoD).

* CUlimpacts on tools shared with others within the NSE
(e.g., PRIME, Titus Marking Tool on ESN).
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InfoSec policies in the electronic environment:

* Marking requirements in the electronic
environment: o
 How to mark complex files? f,/ =
 How to address older files?
e Opportunity to implement
consistently at sites?

* Change in audit/assessment strategies?
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ational Security Agency Evaluated Products List:

Discuss ways to effectively monitor
the NSA’s EPL:
* No notice when EPLs are
updated

* No change history provided,
requiring sites to reconcile the
lists manually to identify
changes.
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Center for Storage Device Sanitization Research

Background

The Center for Storage Device Sanitization Research, CSDSR, guides the sanitization of information system
(1S) storage devices. This web page provides resources for a vendor of storage device sanitization, the
NSA/CSS Evaluated Products Lists (EPL) PDF, a Search function for the EPL, and contact information for The
Center for Storage Device Sanitization Research. Here is a short video (In Development) that explains the
responsibilities and duties of the Center for Storage Device Sanitization Research.

Evaluated Products Lists
The NSA/CSS Evaluated Products Lists equipment that meets NSA/CSS specifications. These lists apply to

all NSA/CSS elements and pertain to all IS storage devices utilized by NSA/CSS elements, contractors, and
personnel.

Policy: For disposal or recycling per NSA/CSS Policy Statement 9-12, "NSA/CSS Storage Device Sanitization”
(Reference a). Information stored on these devices may range from UNCLASSIFIED to TOP SECRET and may
include compartmented, sensitive, or limited-distribution material.

Evaluated Products List PDF
The CSDSR updates the EPL quarterly.

& NSA/CSS Storage Device Sanitization Manual Dated 4 December 2020
® NSA/CSS Evaluated Products List for Hard Disk Destruction Devices Dated January 2021
® NSA/CSS Evaluated Products List for Magnetic Degaussers Dated January 2021

Search NSA €SS Q

VENDOR PAGE
FAQ
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Equipment with storage capabilities- volatile vs. non-volatile
memory:

* Policies for management of this equipment at your
Site.
* Roles of S&S organizations?
* Roles of Cyber Security organizations?

* Equipment with non-volatile memory, what ~
processes are being implemented to authorize
clearing procedures?

* How are sites dispositioning this equipment?




Stay Tuned.....

Working group meeting will be
scheduled to discuss these topics!

Questions?

Sandia

Laboratories

[8



