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Process Used

Derived from various Office of Safeguards and
Security Assessment activities:

* Multi-topic Assessments

Focused Assessments

Follow-up Assessments

Targeted Assessments
Limited-notice Performance Testing
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Positive Observations
« Essential elements and compensatory measures
testing

Adverse Observations

« Lack of comprehensiveness in performance
testing

« Site Security Plans do not always reflect
operations

« Delegation of security responsibilities
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Presenter Notes
Presentation Notes
Positives
Most sites have a comprehensive S&S Performance Assurance Program that evaluates essential elements such as security measures that are essential for the protection of assets and which also includes compensatory measures (when identifying areas of weaknesses)
 
Adverse
lack of comprehensiveness in performance testing - We continue to see issues in performance testing, with concerns identified at four sites during this assessment period. Specific areas of concern included:  Test plans that do not include the required evaluation criteria / Plans that do not fully address evaluation of all response actions, or the proper functioning of all protection elements / Lack of a formal chain of command and control during performance testing, to include making all personnel involved aware that a test has been initiated.
	
SSPs do not describe all aspects of site operations – Sites are not ensuring that all aspects of site operations and all applicable S&S procedures and requirements are contained within their Federally approved authorization basis for S&S operations.
 
Delegation of Authorities - Multiple  sites did not ensure that all program responsibilities are delegated to the appropriate levels. EA also observed many delegations did not include the requisite content.
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Classified Matter Protection and Control

Positive Observations
« Accountability

Adverse Observations

* Protection of classified matter in use
 Classified documents marking

* Non-conforming storage
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Presenter Notes
Presentation Notes
Positive

Triad has developed a digital repository to streamline the availability of UK accountable holdings to authorized users while drastically reducing the number of physical holdings.

Adverse

Protection of classified matter in use - Multiple sites had issues with protecting classified matter in use.  These issues included several instances of not obtaining or providing formal approvals to operate and one instance, a site did not demonstrate appropriate formal accountability for all sensitive equipment.  (Protection of classified matter in use)

Classified documents marking - Marking issues continue to be present in various classified documents, media holdings, and working papers, including failure to review within 180 days and incorrect document classification markings

Non-conforming storage - Misinterpretation of policy, improper justification, and analysis for non-conforming storage continue to cause concerns with equivalent protection requirements. (Non-conforming storage concerns)



Physical Security Systems

Positive Observations
« Security Areas

Adverse Observations

» Corrective maintenance concerns
* Property information to the FBI

« Security locks
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Presenter Notes
Presentation Notes
Positive

Compliant Security Areas – With one exception, most sites are generally maintaining security areas commensurate with the assets being protected .  This is supported by effective use of security area postings, locks and keys, barriers, and interior/exterior intrusion detection systems.
 
Adverse
Corrective maintenance concerns - There were corrective maintenance concerns at two sites during this assessment period.  The first was specific to the frequency of performance testing of some security related equipment.  The second focused on compensatory measures.

DOE property information not provided to the FBI - Attention  is needed to ensure that DOE property information is published or provided to the FBI office exercising investigative responsibilities.  This previously reported adverse trend referenced multiple instances where the Federal Register notices were not posted to reflect changes in DOE property, or where property information was not provided to the responsible FBI office.

Security locks did not meet federal specifications - Some locks being used to protect classified matter or SNM did not meet DOE and Federal specifications.




Protective Force

Positive Observations
* Firearms training and qualification

Adverse Observations
 Live fire range emergency response exercises

* Written procedures
* Training program
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Presenter Notes
Presentation Notes
Positives
Firearms training & qualification programs - Most sites are implementing an effective firearms training and qualification program – programs are supported by proper and safe range operations 

Adverse
 
LFR emergency response drills - One instance was identified where an ODFSA approved plan was not developed and implemented for handling, treating, and evacuating injured personnel at an LFR, nor were any annual performance tests conducted as required. 

Incomplete written procedures - Multiple occurrences were noted with completeness of post orders or response plans in areas concerning rules of engagement, use of deadly force, and protestor/demonstrator plans.  Documentation was either missing relevant information or did not meet minimum DOE requirements.

Training program deficiencies - Occurrences continued to be noted concerning training programs.  Training program deficiencies included missing or incomplete job analysis to identify all protective force knowledge, skills, and ability requirement, training records that were inaccessible (resulting in outdated certifications and qualifications), and controller training plans that were not ODFSA approved.
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Positive Observations
 Process automation
« Termination of Safeguards

Adverse Observations

* Accounting system accuracy

 Tamper Indication Device administration
* Program Integration
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Presenter Notes
Presentation Notes
Positive

Triad eliminates administrative tasks and reduces human error by automating numerous MC&A processes using proprietary software (i.e. Integrify).

Sites continue to perform effective safeguards termination. 
   
Adverse

Accounting system accuracy - Attention is needed to address concerns in accounting system accuracy, auditability, disaster recovery capability, and consistency with NMMSS reporting requirements. (There was one instance where a site did not demonstrate a back up recovery system.)

   TID Administration - Observed occurrences where unused TIDs were not secured, TIDs were applied in a manner that would not indicate tampering, programs omitted items requiring TIDs, and programs lacked procedures to address TIDs that were not appropriately applied.

   MC&A programs not integrated -  There were multiple occurrences where the MC&A programs are not integrated with facility operations and other S&S programs.  Examples include security planning, performance testing, and safety groups. 
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