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Objectives of DOE-STD-1197-2024

To understand and identify the causes that contribute to accidents 
or incidents so those deficiencies can be addressed and corrected 
to prevent/preclude recurrence

To facilitate the formulation of more effective and consistent 
causal analyses across the DOE complex:

• Identify and understand the causes that contribute to occurrences in 
order to correct deficiencies

• Improve human performance

• Promote the values, concepts and benefits of organizational learning 
throughout DOE

(DOE-STD-1197-2024, p. i)
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Objectives of the Revision

Project Justification (EHSS-23), Jan. 2023
• To reflect current Human Performance Improvement (HPI) 

concepts and broaden the scope of the original Standard to 
effectively support the performance of causal analyses, as well 
as the investigation and analysis of occurrences.

• Will also enhance the implementation of DOE O 225.1B, 
Accident Investigations and DOE P 226.2, Policy for Federal 
Oversight and Contractor Assurance Systems, by including 
accident prevention elements and HPI concepts to understand 
and identify the causes that contribute to accidents so those 
deficiencies can be addressed and corrected to prevent 
recurrence.
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Simple Name Change, Powerful Implications
DOE-STD-1197-2011, Occurrence Reporting Causal Analysis

changed to

DOE-STD-1197-2024, Causal Analysis

Added Section 5 (Incident Investigation and Causal Analysis)

This section was added to broaden the scope of the original Standard to effectively 
support the performance of causal analyses for incidents and accidents as well as the 
investigation and analyses of occurrences… body of the Standard was expanded to: 

• Outline the objectives and reasons for conducting causal analyses. 

• Provide a detailed overview of four commonly used methods

Revised Attachment 1 (Causal Analysis Tree) and Attachment 2 (Causal Analysis 
Node Descriptions)

Updated causal nodes to reflect current, published materials on Human and Organizational 
Performance Improvement information. 

Added Attachment 3 (Definitions)

(DOE-STD-1197-2024, pp. i, ii, iii; emphasis added)
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But just who was (were) the 
somebody (or somebodies), and 
when did that happen?



DOE-STD-1197-2024

The Starting Point

• “Failures are the by-product of normal work.”
• “Just finding and highlighting people’s mistakes explains 

nothing. Saying what people did not do does not explain 
why they did what they did.”

• “Failures can only be understood by looking at the whole 
system in which they took place.”

• “Human error is not the conclusion of an investigation. It 
is the starting point.”

(Sydney Dekker, The Field Guide to Human Error Investigations, Ashgate: 2002, pp. 12, 21, 30, 61)
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A Basic Fact and Premise

• Learning from our mistakes is a fundamental part of 
human experience.

• On occasion we may benefit by learning from other 
people’s mistakes.

• But most of the time, personal experience with ‘failure’ is 
the most impactful and memorable.

• (And that is also why learning from those experiences in 
ways that enable us to later achieve ‘success’ are often 
the most rewarding.)
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Some Principles of Organizational Learning
1. The key to improving organizational performance is by improving the 

performance of the people (humans) who make up the organization. (Tactics 
that ignore the human contribution will not result in sustained improvement.)

2. Improvement by the organization will only occur if it is a learning organization. 
(Errors, mishaps, and incidents are viewed as opportunities to learn by both 
management and workers alike, not reasons to punish the humans directly 
involved in the incident.)

3. Learning occurs when there is an organizational culture that promotes the open 
reporting and discussion of errors when they happen. (It is understood that 
those committing the errors will be treated justly and fairly, and that “it takes an 
organization” to make an accident).

4. True improvement in organizational performance will take place when efforts are 
taken as a normal part of doing business to both anticipate and prevent errors 
before they occur as well as learning from them after they occur.

5. Sustained improvement will only be achieved if workers continue to see by 
management’s actions that it remains committed to principles 1 through 4.



DOE-STD-1197-2024

Windows of Opportunity

• We need to cultivate a 
continuous learning 
environment.

• Even small ‘failures’ need to 
be viewed as windows into 
systems that can spur 
learning.

• Incidents will happen. We can 
choose to learn now or we will 
likely be forced to learn later.
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Causal Analysis: An Important Key to Org. Learning

• While we strive diligently to try to prevent incidents from 
occurring, sooner or later they will occur.

• If we see them as something other than opportunities to 
learn, grow, and improve…

• …if we are not poised to respond to these opportunities 
in a manner that maximizes learning at all levels…
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Causal Analysis: An Important Key to Org. Learning

• …if we focus only on the “hardware” and ignore the 
human contribution (both positive and negative)…

• …if we are not adept at using methods and tools by 
which we can examine ourselves and come to 
understand what has now been exposed about our
systems and processes…

… then, we cannot expect to be successful at 
preventing those incidents from recurring, or having 
sustained improvement in our performance.
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Approaches to Managing Human Error

• We typically address human error by its type (form) and 
by temporal perspective.

Before Error Occurs
(Proactively)

After Error Occurs
(Reactively)

Identify potential error precursors for 
this job

Identify actual error precursors and 
related facts

Identify error-likely situations for this 
job

Find reasons why people did what 
they did and why it made sense to 
them at the time

Select error mitigation tools and error 
prevention tools

Identify active and latent errors that 
occurred

Manage defenses in depth (layers of 
barriers)

Examine systems, processes, and 
defenses for weaknesses

Foster a culture that openly talks about errors
when they occur

Be a learning organization

Temporal Perspective
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Causal Analysis: An Important Key to Org. Learning

Performed to determine causes [after] a workplace incident or 
other issue [has occurred], using a graded approach based on the 
significance of the incident or issue. 

Can also be used to determine why causal conditions were not 
discovered sooner, or why any deficiencies in the response to the 
incident occurred.

May also identify [other] conditions and/or latent organizational 
weaknesses that may need to be addressed to minimize the 
severity of incidents or reduce the risk of their recurrence.
(DOE-STD-1197-2024, p. 2, emphasis added)
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HPI Principles/Concepts in Causal Analysis

• Q: When an error is identified in the incident sequence, 
why is identifying the ‘type’ of error important?

• A: We need to first understand:
what the error was, the nature of the error, and how, when, and why 
that type of error would and does occur,

 which tells us about how the people involved contributed to the 
incident and why they did what they did,

 which then points us to parts of the system/process that 
either prompted the error, contributed to the error, or failed to 
anticipate, prevent, or mitigate it, 

 which then informs us of what we need to change in the 
system/process (either by prevention or correction).
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HPI Principles/Concepts in Causal Analysis
• Q: Why is it important to search for the errors that led to 

implementation inadequacies, process inconsistencies, and 
weaknesses in barriers/defenses?

• A: Since buildings, equipment, tools, processes, and systems 
don’t create themselves, we need to understand
 what the nature of the inadequacy, inconsistency, or 
weakness was,
 which prompts us to find how it came to exist,
 which in turn points us to the people who 
designed, made, operated, monitored, maintained, 
repaired, adjusted, etc., those things,
 which in turn leads us to find the errors they 
made when they did so…
…and perhaps why we didn’t discover it until now 
– or why we didn’t address it if we did know.
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HPI Principles/Concepts in Causal Analysis

• Q: How does understanding performance modes and 
how various types of errors occur help us?

• A: Understanding the type of error gives us a basis for:
how to address the error and what addressing it will 
likely entail, depending on the person’s/people’s:
• stage/level of proficiency or task mastery,

• understanding of all relevant factors,

• assessments and assumptions made,

• degree of autonomy, level of oversight, supervision, etc.

and the situation’s
• circumstances, and how they varied from prior ones,

• appearance to the person/people involved, etc.
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Three Levels of Performance (When Learning)

Situations

Routine

Trained-for 
problems

Novel 
problems

Control Modes

Conscious Mixed Automatic

Knowledge-
based

Rule-based

Skill-based

Skill-based – routine, highly-practiced task carried out automatically with occasional 
conscious checks on progress
Rule-based – switched to because of change in situation; applies rules on an if-then
basis
Knowledge-based – resorted to when rule-based fails (no rule applies); trial and error
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Performance Modes (Task Mastery Achieved)
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Chance for error
% Actual error

Inaccurate
Mental Picture

15%
1 : 2

25%
1 : 10,000

Misinterpretation 

1 : 1,000
60%

Inattention 
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What are the most common corrective actions?

• Revise the procedure
• Retrain the workers
• Increase supervision/oversight

Why?
Could it be because we don’t really know what to fix?
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HPI Principles/Concepts in Causal Analysis

• For example:

• That means, if it was a skill-based error, the person knew 
what to do, and is very adept at it, but for some reason, 
did not do what they intended to do.

• So, what good will re-training the person really do?

Skill-based Error – Skill-based performance is behavior associated with highly-
practiced actions in a familiar situation usually executed from memory without 
significant conscious thought and with only intermittent checks on progress by 
conscious attention. (DOE-STD-1197-2024, Att. 2, pp. 2-10)
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Workplace Situations
• No situation is exactly the same. While a task may be performed 

frequently, each time there will be some variation in the conditions 
that exist. The differences are often minor from one instance to 
another, but a situation may arise that interrupts the modes of 
performance and drives conscious decisions.

• In a number of different scenarios (including troubleshooting, off-normal or 
emergent situations), a person may take “a course of action because it was 
thought to be the best feasible option given the circumstances in which they 
found themselves.” (DOE-STD-1197-2024, Att. 2, p. 2-18)

• “It most often occurs that the situation drove the person to a decision point 
and they believed that the course of action chosen, though possibly different 
than prescribed, was the best thing to do in that circumstance.” (DOE-STD-
1197-2024, Att. 2, p. 2-18, 2-19)

• Humans are logical creatures. In the pursuit of determining causal 
factors, it is vital to determine why people did what they did and why 
it made sense to them at the time.
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The Standard’s Essential Parts

• Commonly-used analysis 
methods/tools

• Cause Tree (with 
standardized cause 
codes)

All the rest is supporting 
instruction and guidance.
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Commonly-Used Analysis Methods/Tools

• Anatomy of an Event Model
• Barrier Analysis
• Events and Causal Factor Chart
• Change Analysis
Table summarizing when to use, advantages, disadvantages, and remarks for 
each of the 4 methods

Section on each method provides detailed description of the theory behind it 
and the approach it takes, how it is performed/used, with examples for most

Brief summary of 9 other methods that are also often used

CAUSAL ANALYIS
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Method/Tool Example: Barrier Analysis

Theory
Barrier Analysis is based on the premise that incidents 
can result from any work process. Barriers are developed 
and integrated into a system or work process for multiple 
reasons, including protection of personnel from hazards, 
protection of equipment and assets, to ensure quality of 
products, as well as to prevent unacceptable operational 
conditions. For an incident to occur, there needs to be at 
least one missing or failed barrier, but an incident often 
occurs as a result of more than one failed barrier. 
Although barriers are intended to be impenetrable, in 
reality, they are not. Barriers can fail due to being 
defeated or bypassed by alternate paths in the process, or 
by being intentionally or unintentionally disengaged or 
deactivated by personnel involved in the process. They 
also can be rendered ineffective by unforeseen conditions 
or can fail to act as intended due to flaws inherent in the 
barrier – all represented as “holes” in the diagram below. 
Because of this, a layering of barriers is typically 
employed to provide defense in depth, such that if one 
barrier fails, one or more other barriers will still prevent a 
significant incident from occurring. A workplace incident 
can be visualized as the “holes” in the barriers “lining up” 
to allow the triggering condition to result in the incident 
being investigated.

(DOE-STD-1197-2024, pp. 7, 8)
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Method/Tool Example: Barrier Analysis (contd.)

Theory
While Figure 2, above, is a static, two-
dimensional illustration, the existence of 
barriers in a system is dynamic and multi-
dimensional. This means that not only do 
barriers have holes or gaps, those holes or 
gaps can appear, disappear, and reappear; 
they can shrink and expand; they can move 
or change location in the defensive layer; 
and the layers of barriers are not always 
static, constant, or independent. The 
barriers themselves can interact, support, or 
erode each other…. 

(DOE-STD-1197-2024, p. 8)
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Method/Tool Example: Barrier Analysis (contd.)

Theory
… Therefore, continuing with the visualization, 
the purpose of causal analysis is to determine 
where the holes are; what they consist of; why 
the holes are there in the first place; why the 
holes change over time, both in size and 
location; and how the holes came to “line up” 
(in this graphic) to produce the incident.

(DOE-STD-1197-2024, p. 8, emphasis added)

Click to go to 
animation
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28

1st Click: The first barrier stops the trigger, although one hole was narrowly missed.Local triggers
2nd Click: Holes appear, move and grow. The trigger penetrates a few barriers but is still stopped.
3rd Click: More fluctuation in the barriers occurs. Holes line up this time such that the trigger 
completely penetrates all barriers. 
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• 2.5-page introduction 
providing background and 
supporting theory for B and 
C nodes within A3 branch

• Guidance on “coupling”
• Guidance on mapping of 

retired codes for trending
• For retired codes, 

explanation of why code 
was retired also provided

A3 Human 
Performance LTA

(DOE-STD-1197-2024, Att. 2, pp. 2-8 thru 2-10)
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Error – a general type of human error which was an 
unintentional deviation from expected behavior 

Human Error – the failure of planned actions to achieve their 
desired ends. Most human error is the result of unintentional 
deviations from what was planned or expected, but intentional 
deviations do also occur which most often were believed to be 
the best feasible option at the time. 

Skill-based Error – error associated with highly-practiced actions in a 
familiar situation usually executed from memory without significant 
conscious thought or with little attention. In terms of failing to achieve 
the intended goal, the plan was adequate, but the action(s) failed to go as 
planned.

Rule-based Error – error associated with behavior based on selection 
of stored rules derived from one’s recognition of the situation; it follows 
an If (symptom X)/Then (situation Y) logic. In terms of failing to 
achieve the intended goal, actions conformed to the plan, but the plan 
was inadequate to achieve its intended outcome due to misinterpretation.

Knowledge-based Error – error associated with behavior in response to 
a totally unfamiliar situation (no skill, rule, or pattern recognizable to 
the individual). Usually arises as a problem-solving situation that relies 
on personal understanding and knowledge of the system, the system’s 
present state, and the scientific principles and fundamental theory 
related to the system. In terms of failing to achieve the intended goal, 
actions conformed to the plan, but the plan was inadequate to achieve its 
intended outcome due to an inaccurate mental picture.

(DOE-STD-1197-2024, Att. 1. Causal 
Analysis Tree, p. 1-1)

(DOE-STD-1197-2024, Att. 3. Definitions, pp. 3-1, 3-2)

A3 Human 
Performance LTA

B1 SKILL-BASED ERROR

B2 RULE-BASED ERROR

B3 KNOWLEDGE-BASED 
ERROR

B4 WORK PRACTICES LTA
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B1 SKILL-BASED ERROR

A3 Human 
Performance LTA

• ½-page intro. to skill-
based performance

• Codes A3B1C08 thru 
A3B1C14 added

• A3B1C01 thru A3B1C07 
retired (removed from 
tree, but codes and 
guidance for mapping 
provided in node 
description)

(DOE-STD-1197-2024, Att. 1, p. 1-1, and Att. 
2, pp.  2-10 thru 2-13)

C08 Description error – action 
performed on wrong object

C09 Automatic action caused by 
external trigger

C10 Intrusion of internal 
thoughts or associations

C11 Loss of cue that initiated 
action

C12 Action wrong due to 
different device mode

C13 Routine action took over 
unfamiliar activity

C14 Improper sequence of 
actions performed
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A3 Human 
Performance LTA

• ½-page intro. to rule-
based performance

• Codes A3B2C06 thru 
A3B1C15 added

• A3B2C01 thru A3B2C05 
retired (removed from 
tree, but codes and 
guidance for mapping 
provided in node 
description)

B2 RULE-BASED ERROR
C06 Strong rule misapplied during first 
encounter of exception to rule

C07 Indication of exception to rule not 
recognized or acknowledged

C08 Strong rule selected over weak rule 
during assessment of situation

C09 Common indicator chosen over 
uncommon indicator as basis for 
course of action

C10 Previously-successful solution 
selected despite limited number or 
variety of situations experienced

C11 Previously-successful solution 
favored over other available solutions

C12 Misapplication of rule during 
learning stage

C13 Misapplication of rule due to 
misunderstanding of underlying 
principles

C14 Application of rule without 
consideration of limitations or risks in 
dissimilar situations

C15 Wrong rule selected during 
assessment of situation

(DOE-STD-1197-2024, Att. 1, p. 1-1, and Att. 
2, pp.  2-13 thru 2-17)
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A3 Human 
Performance LTA

• ½-page intro. to knowl-
edge-based performance

• Code A3B3C07 added
• No codes retired (but 

additional explanation 
added to description for 
some codes)

C01 Attention was given to wrong 
issues

C02 LTA conclusion based on 
sequencing of facts

C03 Individual justified action by 
focusing on biased evidence

C04 LTA review based on 
assumption that process will not 
change

C05 Incorrect assumption that a 
correlation existed between two or 
more facts

C06 Individual underestimated the 
problem by using past events as 
basis

C07 Nonconformance with 
requirements made when person 
believed it was best feasible 
option

(DOE-STD-1197-2024, Att. 1, p. 1-1, and Att. 
2, pp.  2-17, 2-18)

B3 KNOWLEDGE-BASED 
ERROR



DOE-STD-1197-2024

A3 Human 
Performance LTA

• Introductory note 
expanded

• Codes A3B4C01 and 
A3B4C02 renamed

• Descriptions for both 
codes fully revised

C01 Erroneous performance due 
to limitations of an individual

C02 Intentional violation

(DOE-STD-1197-2024, Att. 1, p. 1-1, and Att. 
2, pp.  2-18, 2-19)

B4 WORK PRACTICES LTA
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Linking the CAT Branches

A1 Design / Engineering Problem

… Causal analysis should consider what A3 human performance codes may be coupled with the 
codes in this branch to more fully explain how the design deficiency resulted and/or was not 
detected during the review/verification steps of the design process.

A2 Equipment / Material Problem

… Causal analysis should consider what A3 human performance codes may be coupled with the 
codes in this branch to more fully explain how the deficiency or problem with the 
equipment/material occurred or was not detected previously in the processes for procurement, 
testing, inspection, acceptance, storage, maintenance, or periodic checks of the 
equipment/material.

A6 Training Deficiency

… Causal analysis should consider what A3 human performance codes may be coupled with the 
codes in this branch to more fully explain, for example, how the training deficiency resulted 
and/or was not detected during a stage of the training process, etc.

Guidance added to other nodes to facilitate coupling with A3 node, so that a 
complete “picture” of the cause may be captured. This provides for getting 
beyond apparent causes.



DOE-STD-1197-2024

Linking the CAT Branches (contd.)

A3B2C15 – Wrong rule selected during assessment of situation – … the wide 
range of factors that can influence the selection of such rules by an individual, 
including desire (or impetus) to complete the task (get the job done), prior training 
(formal) and/or coaching (informal), experience, management expectations, cultural 
norms within a trade, discipline, or organization, how recently “good” or “right” rules 
were reinforced, etc.

A3B3C07 – Nonconformance with requirements made when person believed it 
was best feasible option – … as specified in operational procedures, formal rules, 
standards, training, etc., …

Some A3 cause codes prompt the analyst to consider contributing factors that 
lie in other branches of the CAT.

…
 which in turn points us to the people who designed, 
made, operated, monitored, maintained, repaired, 
adjusted, etc., those things,

 which in turn leads us to find the errors they 
made when they did so.
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Attachment 3. Definitions

• Provides definitions of 12 
key terms, some formerly in 
footnotes

• Provides continuity with 
referenced orders
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The Central Message
… this revision will facilitate the formulation of more effective and consistent causal 
analyses across the DOE complex, to identify and understand the causes that 
contribute to occurrences in order to correct deficiencies, to improve human 
performance, and to promote the values, concepts and benefits of organizational 
learning throughout DOE (p. i)

Incident investigations and causal analyses are important learning opportunities that 
present themselves following an accident or incident… (p. 2)

Why perform causal analysis? … Fosters a learning organization by evaluating 
and sharing… (p. 3)

Preventing incidents should include the identification and elimination of latent 
organizational weaknesses by using causal analysis that goes beyond the direct cause 
(initiating action). This is vital to organizational learning and to strengthening 
related processes and systems…. (p. 7)
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Now Available!

Act now to get your own 
free copy today at the 
DOE Technical 
Standards website.

https://www.standards.doe.gov/

https://www.standards.doe.gov/
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Objectives of Including HPI Principles

• By including accident prevention elements and HPI concepts:
• to understand and identify the causes that contribute to accidents so 

those deficiencies can be addressed and corrected to prevent 
recurrence, 

• and assist contractors to responsibly oversee their own work

• identify concerns, and 

• reliably report unexpected adverse outcomes to prevent recurrence. 

(DOE-STD-1197-2024, p. i)

• Changes made throughout to:
• Make links/connections between sections of the standard and 

branches of the CAT.

• Provide enough explanation to enable analyst to understand 
cause codes so they will know when to select them.
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Objectives Met

• Project goal was to include human performance concepts 
so as to understand and identify the causes that 
contribute to incidents so those deficiencies can be 
addressed and corrected to reduce risk of recurrence.

• Expanded standard to include guidance on investigation, 
causal analysis, and analysis methods.

• Revised standard will effectively support the performance 
of causal analyses, as well as the investigation and 
analysis of occurrences in the DOE complex, as well as 
by many other industries who also use this standard.



DOE-STD-1197-2024

Examples and Potential CAs Removed
… if the analyst is struggling to come up with corrective actions, it is likely that 
actionable causes were not identified. 

If specific and actionable causes have been identified, it should not be difficult to 
identify actions to correct those causes. 

It may not be easy to implement those changes, but what needs to be corrected/ 
addressed should be clear from the causes.

(DOE-STD-1197-2024, p. ii)



DOE-STD-1197-2024

Active and Latent Errors
Active Error – an error that has immediate, observable, undesirable outcomes and can be either acts of commission or 
omission. If not identified soon after it occurs, it turns latent (i.e., a latent error) and thus becomes part of the system and 
can create weaknesses in the organization. Most initiating actions are active errors. Therefore, a strategic approach to 
preventing incidents should include the anticipation and prevention of active errors. (DOE-STD-1197-2024, p. 6)

Latent Condition – an undetected situation 
or circumstance created by latent errors that 
are embedded in the organization or 
production system lying dormant for periods 
of time doing no apparent harm. (DOE-
STD-1197-2024, Att. 3, p. 3-2)

Latent Organization Weakness –
weaknesses resulting from unrecognized, 
uncorrected latent conditions which become 
hidden deficiencies in management control 
processes (such as strategy, policies, work 
control, training, or resource allocation) or 
values (shared beliefs, attitudes, norms, and 
assumptions) creating workplace conditions 
that can provoke error and degrade the 
integrity of established barriers. (DOE-STD-
1197-2024, Att. 3, p. 3-2)
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