EFCOG SQA Fall 2021 MEETING NOTES 
Tuesday November 2, 2021

Safety, Security, and Quality Moment:

AU-32 Update for the EFCOG SQA Task Group, Presenter Chris Beaman (AU-32):
· Chris provided a presentation (see attachments). 
· His agenda was “Status of Registry, QA Documents, CGD Handbook, SQA Guide, and QA Order”.
1. Regarding the Commercial Grade Dedication (CGD) Handbook, training courses were developed and loaded to NTC cards, and also is available at the Software Excellence Forum website. Chris worked with Spencer Daw of EFCOG Procurement group on the CGD documents and training courses.  To find this training, login to the DOE Organizational Excellence website , click on Forums->QA Community of Practice -> Commercial Grade Dedication -> CGD Training -> second post has attached to it all the training modules.
· Christian Palay of AU-32 noted “avoid discussion on software with respect to CGD”. Software CGD is applicable only for NQA-1 2008, Req 3, Section 302. Can’t isolate safety functions from software, to perform software CGD. 
2. Regarding the Software Quality Assurance (SQA) Guide DOE G 414.1-4A in Revcom, the draft of it was written 5 years ago, and was through the Revcom process once already. AU-32 lost configuration control of the draft. Earlier this year, AU-32 put back what they thought was the draft version. Out of the Revcom this year, there were lots of comments, and they were categorized by level of effort to address comments. Two options emerged from these comments: Either perform major rewrite of the draft SQA guide or change the Order (DOE O 414.1D) to address the comments. AU-32 is using a risk-based approach to this work effort. There are known issues in the order that need to be fixed. AU-32 may decide to fix these issues first and put the SQA guide on-hold. So, the future of the guide is uncertain. AU-32 may not be able to get approval to update the order, there would need to be strategic plan for changing the order. To open the order for revision, is a political lift. It would mean a change to how software is discussed in the order. The order has attachment for safety software, but only mentions software QA in the notes, and notes it is for all software. Chris believes the structure of the order should change to outline requirements for all software, and then safety software requirements would be a subset of them. The order puts emphasis on nuclear operations for SQA, it needs to be clearer SQA is for all software, not just nuclear operations software. Also, the QA requirements should be formatted to have all requirements of these, and then within this set, the nuclear requirements. Some sites who have no nuclear facilities, think they don’t have to do anything for the order, that it is not applicable to them. Sites still need to do SQA. 
3. Christian Palay, Director of AU-32, is on a special assignment, and the interim person who will be acting as director of AU-32 is Sharon Jasim-Hanif sharon.jasim-hanif@hq.doe.gov.


4. Regarding the Safety Software Central Registry (SSCR), the defense board is performing an assessment of it, as to whether it is meeting the original intent of it. There will be a meeting to go over the results of this assessment in the next few weeks. The codes in this tool are not current. DOE is considering fining sponsors of the SSCR. Need to evaluate what to do instead of SSCR. Pat Auer of our EFCOG SQA group is working with Chris on this, for Pat’s task group. The objective of all this, is to craft path forward.
· IMDA code at SSCR vendor ACJ & Associates are out of business. Chris is trying to find info out about this code, from a customer who asked him about using it. 
· Vicki Pope of LLNL, mentioned that they qualify codes such as Hotspot and EPICODE from the SSCR, for use at LLNL.
· Gregory Baker of NNSA, mentioned that to qualify software for existing Documented Safety Analysis (DSA), may have new calculations, there may need to be a strong interpretation for USQ of different versions. It was suggested to re-run previous code versions with DSA. If you run vendor new version, it may break the DSA. Need to save versions of code. 
· Marlene Underwood of PORTS, noted people may not want to qualify SSCR items. May be costly to do this.
· Chris noted the SSCR is from the 2000’s, there was no intent at that time to use the registry to control the codes. The computer codes were intended for the purpose of being available to labs in developing their DSAs, in performing their data analysis. They were nuclear codes, used to develop DSAs, with link provided to location where code exists. It was decided to develop the SSCR by a team of experts, for code packages used in the complex, and to provide QA guidance documents along with pedigrees, and gaps for the codes. DOE never controlled the codes, not a code distributor. 
· Code developers made updates to the codes. It is hard for DOE to evaluate new codes; DOE couldn’t keep up with this.
· Code is not verifying code is good for use by all users. 2008 DOE noted it could not keep up with code changes. In 2018, so far behind SSCR doesn’t meet original intent. 
· Certain codes are not at SSCR, they are at RSICC at Oak Ridge website - RSICC Home Page link:  https://rsicc.ornl.gov/codes/ccc/ccc8/ccc-829.html, crit safety codes. Examples of these are SCALE, Hotspot. David Louie of SNL, suggested to just use Monte Carlo, to determine REM outside of facility. This site is used by crit safety working group.  David noted there is a DOE handbook that describes source term determination, DOE-HDBK-1224-2018.
· The toolbox alternatives task group is making request to have these codes added to Master Supply List (MSL). It would be easier than adding codes to registry. Leverage analysis done by other sites. 


Panel Discussion #1, Moderator Pat Auer (LLNL), Panelists (Sid Ailes, Atkins Global, Marylou Apodaca SNL, Greg Smith, LANL):
How do you qualify non-NQA-1 acquired safety software? How do you qualify acquired non-safety software?
· NQA-1-2008 Section 302 Otherwise Acquired Software, Method 1 – Test products.
· You can either follow dedication process, or use testing process, what are sites using for this software.
· Pat noted that for LLNL, they follow NQA-1 2008 for acquired software, they have procedure to test it, perform design analysis, and they create a SQAP for it. Test cases are bound by what can be run for acquired software. They look at test cases from safety basis point of view. Test plan and from is reviewed and approved by user. QA office does check of, then updates software inventory.
· Mary Lou said her lab uses NQA-1-2017 they have CDG procedure for software, she will check into if she can share it. Wrote procedures no one will use. Never had dedicated software. Not common to do. Check box we did CGD may be considered waste of time.
· Pat responded, LLNL did dedication, but don’t call it that. Called Qualifying acquired software.
· Veronica Camarillo-Morris of LANL, mentioned that performing CGD of software is labor intensive. Need to identify critical components, and perform extensive V&V. This is software for nuclear use.
· Pat noted that for LLNL, their safety software procedure is called “830 Software”. Sometimes we write our own test cases.
· Mary Lou noted ANSYS is used at her lab, not labor intensive to doe V&V. She agrees the process for CGD can be extensive. Need to balance this with intended use. For IT group, software delivery life cycle is checked before it gets released.
· Pat responded people who perform V&V need to be qualified. Give to nuclear side to test. Do not usually have access to vendor acquired code.
· Carol Olijar of ANL, asked what about internally developed safety software applications by a lab, what do you do to qualify them?  They are not an NQA-1 supplier.
· Mary Lou responded, Attachment 2 of DOE O 414.1D states graded approach. So, sometimes users don’t want to do anything for non-safety software. How do sites apply SQA to non-safety software?
· Pat responded, for non-830 software, our lab applies the 10 work activities such as SQAP, SVP, based upon risk level. For example, access to building with badge, process would be the same as for 830 software, very similar process. Most of the software at LLNL, are developed in-house.
· Chris of AU-32, noted for non-safety software, 10 criteria in Attachment 2 of the order, need to document. In the Line of Inquiry (LOI), for assessments, the template requirement needs to meet. 
· Barbara Hill of INL, stated for her lab, there are formal IT procedures for software life cycle., that are developed internally for the software inventory. Such as test plan, configuration management, test plan, and requirements.
· Pat noted this is the same way at LLNL, as Barbara does.
· Veronica, responded at our lab we get the technical team involved early for acquired software. QA is not involved until V&V. Sometimes this is late, decisions have already been made. We need to insert QA into procurement process, for requirements best practices. Procurement process is large, looking at mapping it out, and then identify gaps. Only focus now is on testing, one segment for this software. Need quality controls from beginning. People want to push thru new software in couple weeks, dangerous to organization.
· Pat & Marylou discussed adding requirements with system, have someone else validate. Right people, Software QA will go more smoothly. Have test plan ready to go.
· Teri Vincent of CNS/Y-12 & Pantex, noted that for PLCs software identification, it is graded, and safety software has more rigor. For non-safety software, the graded approach is used. SS-PLCs have critical characteristics identified and tested. All incorporated Dedicate PLC with software. CG program doesn’t look at software.
· Veronica added, acquired software need to roll down to contractor’s software requirements. Suppliers are responsible for design and analysis, may affect DSA or work in nuclear facility, organization approves suppliers. Roll down these requirements to suppliers, right?
· Teri responded, should be, may not, it is a mixed bag. SQA not always in loop of procurement process.
· Pat noted, NQA-1, safety basis, NQA-1 reqs are subject to problems, when flowing down to supplier for Design and Analysis software. Must follow NQA-1 reqs. Company subs out calculations. Need to be careful about suppliers used by vendors.
· Mary Lou responded, for procurement team, include in Statement Of Work (SOW), provide QA program, how software was developed standard, testing is part of package.
· Pat asked, what about sub-tier qualifications?
· Veronica responded, seeing some things as auditors of suppliers, where they are not validating info is correct.
· Teri noted, everything has software in it. Many do not think software is included in equipment. Make sure in inventory, full spectrum.
· Pat noted these are line items of project at LLNL. Not nuclear, numerous calculations, sub-tier, use the right software such as for example seismic analysis. Pat was impressed with procurement process. Same type of testing no matter cost of project. Need to do some testing for acquired software.
· Donna Riggs of Riggs Consulting, asked does your procurement cover no-cost acquisition of software? Such as software downloaded from websites?
· Pat responded, for LLNL, not thru procurement this type of software, freeware. It would be covered within overall SQAP for supporting tools.
· Veronica noted, open source may not be free. Still put thru the procurement process for freeware. Internal people to vet software, to see if ok for use, acceptable. There can be vulnerabilities in downloading it. Follow the process.
· Vicki added cyber security does a sweep of all systems on our network against NIST, anything with known vulnerability. There is a nightly check to see if software has been downloaded on user computers without IT group knowledge.
· Marylou mentioned that at Sandia, there is a Software Governance Board, which scans list of commercial software, and users have to apply for approval to use software. Any software not COTS or other is completed before on system, have IT scan for malware, before goes onto network.
· Barbara noted, we had course on whiteboard, we wanted to buy software, but license is in Columbia, couldn’t buy. Get substitute so that safeguards stay in place.
· Pat noted that sometimes systems are not being maintained. Need to go through list. Ran across software that wasn’t looped into institutional process at our lab.
· Marlene stated her lab is new to graded approach, interested in graded levels similar to at LLNL for safety software and non-safety software. Risk grading matrix can make it available. There are 4 categories of risk:
1. ESH – SS & Non-SS language of consequence different,
2. Safeguards & Security,
3. Performance,
4. Customer Confidence & Trust.
· For example, weather tracking is Non-SS. Consider when we do risk, depends on what’s important to your site.
· Marlene asked How do you implement to your SQA process, what do you do for QL 3 & 4?
· Pat responded, have table which outlines what we do.
· Teri noted her lab has 4 levels of Risk that involve Cyber & QA:
1. High – SS highest level, most documents, rigor.
2. Modified safety plan for safety such as weapons, not full-blown work activities.
3. No safety plan, non-safety. Testing.
4. Cyber risk.
· Pat asked could these documents be shared with on Box?
· Vicki responded, she will check to see.
· Veronica responded the graded approach is nebulas. Complex software needs larger documents. Capture functionality, baseline documents if people walk away, others can walk in and use.
· Marlene responded, yes for Portsmith, put Risk Matrix on Box site.
· Vicki responded; she will look into adding tables to Box.



Panel Discussion #2 Safety Software Inventories, Moderator Lance Abbott (SRS), Panelists (Jeni Turgeon (SNL), Laura Cook (LLNL).
What applications do you have? What information do you record? How do you maintain the Inventory and control use?
· Lance provided a presentation entitled “Safety Software Inventory” (see attachments). 
· The Safety Software Inventory List (SSIL) is required by DOE O 414.1D, to be maintained with specific info included in it.
· In the past, the inventory may have used paper forms, use an application for completing and routing forms, and then capture items manually update SSIL, and almost always the SSIL was out of date.
· The idea occurred to manage inventory the same as application for safety software.
· Came up with idea of Software Classification Document. This document is validated and re-evaluated. Included within it is Process Type – whether safety software or not and the software category.
· Fields on this document for example are: Justification of Classification, DSA number, SQAP number, References/Comments, Software Full Name Classification (SWCD) number, SSIL Category, Design Authority, Cognizant Quality Function, Software Full Name, Software Version, Description, Facility Name, Authority, and Category.
· These documents are managed in a database as a tool, to pull out the inventory when needed. A Revision log (change log) is kept.
· Veronica asked, what platform is used for SSIL?
· Lance responded, it is Its standard web development tool. It is always up to date. No manual errors reconciling lists. Automatically generated change log. Admin view of updating key fields.
· Laura noted, for LLNL we have automated 830 inventory. Forms people fill out, routed. Inventory in Wiki. Only few people can make changes. Risk-rating tool, to add inventory to tool. Don’t have much safety software. Out of 538 apps, 36 are safety software. All at lab takes SQA awareness course, so they can determine if safety software, they would approach us with form. Process quality thru 830 software, before use.
· Jeni noted, at SNL we use web-based app like Lance’s. Track general software too for ESH. Mailou collects general software too. Tool has capability to do this.
· Lance stated at his lab there are total of 1,850 applications.
· Lance conducted polls of group:
1. Why does the requirement of an SSIL exist in the order? Answer: Validate safety software
· Vicki mentioned that not solely relying on users to declare safety software, work with QA managers, meet monthly, and other meetings for awareness of requirements. NNSA audit in 2012 changed cooperation level at sight. Do inventory annually, non-SS every 3 years. Risk rated; actions necessary to get on inventory.
· Lance noted, use other things such as site governance process for new software. Evaluate risk software. Lance is on the board at his site. Specific in order, general for other terms.
· Marylou noted inventory is control mechanism. Her lab uses checklist to enter into inventory.
· Teri said her answer would be for us to know our inventory is accurate not DOE. Contractor has right info and safety software is controlled. Easily identifiable.
2. What is the breakdown of the 3 safety software categories at your labs?
· Jeni responded most of her lab software is Software Hazard Analysis Software (SHADS).
· Lance responded 1/3, 1/3, 1/3. 15 is SSS, 35 are others such as PLCs. For SSS, they are mostly custom.
· Teri responded at Pantex 90% of software is acquired.

3. How often do you assess the correctness of the SSIL at your site? Every 6 months, annually, every 3 years, never.
· Teri responded we perform monthly review audit to make sure up-to-date, version is still correct, audit every 2 years. >100 safety software applications.
· Veronica asked, “Do you have bandwidth to do review annually?”. I am firm believer of internal assessments. Frequently communicate with NNSA/DOE about SIL. Push back from org, on internal audit of inventory. Not enough people to do as assessments.
· Laura noted depend on what is being assessed. 
· Review annually with software owners. For safety software every 3 years if not used in nuclear facility. Not an assessment, a review.
· Lance noted assess incorrectness of inventory.
· Marylou noted her lab has annual inventory call to verify version of software on inventory matches with production.
· Jeni noted the software owner group funds the annual review.
· Lance responds, need to assess how SQA is done for the application.
· Veronica noted it is good to have independent assessment for accountability.
· Lance noted, there can be layers of assessments of SQA. Lower-level assessments make it easier on upper levels.
· Jeni asked “How deep do we go with reviewing records? Do so by division, each has safety software contact, do deeper assessment. Funding is by division. Some people are diligent about.
· Laura noted we need to maintain independence. Rely on local people to be independent. There are boundaries on what they can say. Institutional SQA provides independence.
· Lance responded separation provides value. Dependent on culture at site, rather find out us, then by outside organization.
· Teri noted 1/3 every year of non-SS of level 2 & 3, deeper dive looking at documents. Using version approved.
· Lance asked, is there value in having central SS Inventory? Visibility into safety software at other divisions/sites?
· Jeni responded, some safety software in toolbox. SSIL, strengthens shared software used at contractor sites, could replace Toolbox.
· Lance asked, Anybody across site use this software across complex? If I had need, Sandia did CGD, pass their review along to me, provides advantage.
· Jeni responded, at Sandia people can look at our records.
· Lance responded it is based upon governance process at SRS. Does this software exist somewhere else?
· Vicki responded, an idea could be to replace toolbox, share assessments of software, other sites accept, how to qualify an app. Pat Auer’s group working on this with Chris of AU-32.
· Lance added, could be extension of that group’s work.
· Veronica asked, what security components will be shared? Same level of security.
· Theresa Clark asked, “Why security for cyber?”.
· Veronica responded, protect software from being attacked. Physically and Architecture.
· Pat added, another area, supply chain, weapon related, just don’t specify for weapons.
· Vicki responded, commonalities sites have, commonly shared assessments. Could put this topic up on organizational forum on SS Inventory, put questions there.

Panel Discussion #3 Audit your own SQAP, Deal with independence, key components for good internal audit, Moderator Vicki Pope (LLNL), Panelists: EFCOG SQA Group.
How do you audit your own SQAP? How do you deal with issues of independence?  What are key components for a good internal audit?
· Vicki provided a presentation entitled “Assessments: A Role in Process Improvement” (see attachments). 
· At LLNL, Vicki has an Institutional SQAP (ISQAP) that is compliant with NQA-1 and DOE O 414.1D.
· Takes all orders/standards/policies into program, with words easy to understand by users.
· Compliant with Order 414.1D Criteria 3, 9, and 10:
1. Compliance
2. Performance
3. Effectiveness
4. Improvement
· Types of Assessments
1. Scope
· Implementation of ISQAP
· Assessment of ISQAP
· Purpose: Determine Compliance & Effectiveness. Garner feedback.
· Assessments of ISQAP:
1. Gap analysis of ISQAP against 414.1D, NQA-1 2008.
2. Internal Independent Assessment (IA) of the ISAP.
3. External Independent Assessment (IA) of the ISAP.
· Assessments of Programs Implementing the ISQA Program:
1. Internal IA or Implementation of ISQA Program Requirements.
2. Management Self-Assessment of the Implementation.
· Ask other sites to assess IA of program. What is working & not.
· Are we doing what we say we are doing, is it effective? Assessment’s answer this.
· Objective Evidence:
1. Interviews
2. Documentation
3. Procedures
4. Records
5. Observations of Work Activities.
· Assessment Takeaways:
1. Assessment Report – Fix what’s broken.
2. Tool for Improvement – Implement improvements. Continue to use best practices.
· Are you auditing your programs? LLNL audits our teams, but not our own SQAP program.
· Do this year, next year bring in independent people.
1. Marylou noted her lab uses NQA-1-2017. In March/April they will have external assessment. They are using Nancy Kyle to do this. May go to more than one person, management needs to decide.
2. Vicki noted, anyone can be pulled into external auditors.
3. Christy responded, there can be mishap, in redefining program. Half her site didn’t know how to spell SQA. Previously had DOE SME, retired, never replaced, no expertise. Heavily modified. Internal audit. Much changed. NQA-1. SMEs from internal departments complicated. We need to do better job. Huge benefit.
4. Vicki noted, could use external person from NNSA. There was an ISQA in 2012 that the program was redesigned based upon. Many safety software people were compliant. External scary, but in long run very helpful.
5. Barbara added some audits such as for Transuranic Waste (TRU) look at SQA for waste management. They audit individual computers for spreadsheets or software not registered, they are deleted from your computer. External auditors. Analytical assessments for ISO look at all computers.
6. Vicki noted need to have SME familiar with application. No independence for gap analyses.
7. Lincoln Djang of WIPP, mentioned at WIPP, SQAP developed by software developer, polished by SQA SME, then review held to standards with lines of inquiry by software QA specialists.
8. Vicki asked, “How many assessments do you do a year?”.
9. Colby Carter of WIPP, responded at WIPP, every 3 years assessment on software. One SME involved, Looks at cyber. May have another lea auditor from other site, help conduct assessment, fresh eyes.
10. Vicki asked “How do you find balance of assessing your SQA applications?
11. Barbara Hill of INL, responded, so do annual review is required. Data annual review.
12. Teri noted, we don’t flow down accountability to org level. Good size group, no time to do as many assessments as possible we should do, to provide value.
13. Vicki said it is the same at LLNL. Long assessments take time, effort, and resources. At LLNL, assessors are in training program, software developers, QA specialists put into assessments. 
Shadow assessment. Junior member of assessment team at next activity. Helpful to them.
14. Greg Pope of LLNL noted, good to get people involved, they are then enthusiastic about being involved such as the software developers.
15. Veronica responded resources can be restricted. Map processes begin to end, id metrics valuable to leadership. Assessments can be subjective. Need quality controls. Areas of focus. How gauge got better with metrics. 10 metrics first.
16. Vicki responded, look at deficiencies first. Easy fix someone didn’t take training. Reference of old tools. If dev team not capturing unit testing for example. Look at showstopper deficiencies. Process improvements.
17. Barbara noted, definitely list relative importance to risk. Indirectly related, uptime of application. Training, corrective actions related to Subtitle B, C – how many results sent back to lab. Human error. 
18. Vicki asked, “What about classification of findings?”.
19. Greg responded, I have been assessed, as software developer. Ultimate goal is to improve software. Sometimes assessments only focus on non-compliance aspects, not compliance ones too. Good to build up people with positive attitude, then add things they need to work on. Don’t demoralize team.
20. Vicki suggests focus on strengths, be careful how findings are written up.  She asked: “How do you document reviews? Everyone uses help guide. Fix upstream stuff. Assessment of project team. Is it because they should put in place or can we help them do that?
21. Greg responded, assessment is of software team, they weren’t ready to be assessed, called gap analysis instead. Better outcome than assessment.
22. Laura suggested, there is benefit in having guest assessor, to take back knowledge to their team from being an assessor.
23. Marlene added, for SDLC phases, focus on phase. Categorize by phase.


Panel Discussion #4 Audit your own SQAP, Deal with independence, key components for good internal audit, Moderator Cristy Renner (PORTS), Panelists: Teri Vincent, CNS/Y-12.
How do you qualify your SQA SMEs, if at all? How do you help your internal teams implement your SQAP?
· Teri started the discussion with how to qualify SQA Specialists, not SMEs in organizations. There are 7 of these SQA Specialists at her site. Shadowing is conducted, for new people. Mentoring sessions, experts monitor new specialists, going thru each phase. At the end of this training, they get a qualification card, for SQE.
· Vicki noted LLNL does not use qual card. Mostly a business and research/development lab, non-safety software. Don’t work with everyone one-on-one. There is 45-minute initial SQA training course. 50% people at lab take. Major points of ISQA, risk rating, practices that apply to their software. Job aids to implement practices. Training classes are conducted for safety software people. 4 hours for development, 2 hours for purchasing. Additional hands-on info for 10 safety software work activities. Qualify SQA people, many have done ASQ CSQE course, but not required. Lots of templates, job aids, practices required for their project. Table for them to fill in how their application is following the requirements. Where are records stored, identify gaps not meeting requirements Review and approval by their management & software person. STP, SQAP, SCMP. Other job aids for processes, procedures of quality records, risk management. Processes use as is or modify for their program needs. Meet monthly with SQA people, share info, discuss changes to program. ISQA office discuss what is working, what is not in the field. Have developer fill out table, language can be awkward. Working toward better wording in templates/forms.
· Teri noted templates are used for requirements deliverables at her lab too such as SQAP, Design Document. Her lab also has training for SQA awareness. Waiting on integrating system with cyber security.
· Vicki asked, for software going thru ISQA office, how many? For LLNL, > 5,000 apps from IT. Do nightly scan. Majority are researchers, they have more flexibility.
· Teri noted, good size of items at her lab for research and development. Not applied level of control as safety software. Would like to get better handle on. Single point of entry system, screen 10-15 software applications a week. We can’t let people download on their own, special people at lab do this. Locked down, when going thru process.
· Vicki responded, we also go thru IT. LLNL has 9,000 employees, dev teams have gotten around IT groups to use software. They have dedicated people to do vetting.
· Teri noted, she has 2 sites to pull together, work across boundaries for functional responsibility. Majority of safety software is in engineering group developers managed by Lucy Richards who is IT specialist over IT software. Implement Microsoft solutions. >5,000 in inventory.
· Vicki noted, for LLNL, we have 2 ½ people for SQA.
· Christy asked, “How do you educate people on Cyber Security, about SQA?”.
· Vicki responded we have institutional procedures for the IT group, software purchased, must go thru checklist of questions, what type of software, safety affecting function, should it be on SS inventory. Help people figure it out.
· Teri responded, we are in approval process for procurement of software.
· Christy noted, sometimes a group develops databases and spreadsheets. They may fall under safety software. It is a learning curve, can’t have spreadsheets without rules and regulations.
· Vicki noted sometimes SQA can be glorified babysitters, working with QA managers. Get high level managers aware, do internal review of their area, high risk or safety software applications. Often, they call when they have issue need help. Based upon risk rating table. There is instructional text written within templates. Provides good idea of how to implement. Most people don’t have software background. Researchers doing coding. We put together job aids.
· Teri noted there can be stuff out there we don’t know about.
· Christy noted it is a constant monitoring process. Evolving. Regulations are not scary.
· Vicki suggested, emphasis is most of groups are already implementing the process, just not calleting it by SQA terms. Show teams how what they are doing that do match up to SQA reqs – testing, capturing evidence of.
· Teri agreed with Vicki. Not re-create testing. Help what they need to be compliant. Use what they are already using.
· Vicki noted, vendor may supply tests, need to cover how to use them, whether they are sufficient, or add more tests.
· Greg added, SME should be capable of understanding terminology may be different. Way questions are asked, help people to understand better. People who don’t have a software background may be hard to do. Procurement, screen software buying, have them include what country produced application. LLNL has list of companies to not buy from. Could pool resources from other sites.
· Veronica added, for supply chain, engineering services provide info about suppliers. Use GIDEP – shared across complex. Problematic software shared.
· Vicki said she will check with GIDEP program.
· Barbara mentioned that procurement QA records should be reviewed, before giving contract, about performance.
· Veronica added, need more info in contract.
· Vicki added, Vendor audit has same application process. 10 years ago, couldn’t get within tolerances. This time a vendor is within tolerances.
· Veronica asked do you have to pay to get demo sandbox by procuring?
· Vicki responded, send software, vendor gives key to use. Can return software with key. Not all vendors do.
· Veronica responded, not all suppliers do that, we have to procure something, before seeing if it will work.
· Vicki noted, that is a tricky situation, we need to trust but verify.
· Teri noted, don’t purchase until Cyber evaluates. Sometimes purchase first. Demo version. Standalone version on laptop.
· Veronica added, large and integrated system may be hard to do. Need to have comprehensive cyber review. Preliminary steps, inputs/outputs, external software required, assess during RFI.
· Teri mentioned, once bought, can be waste of money if can’t get thru cyber security.
· Barbara noted, there can be a X amount of time to return software, sometimes 1% of value. Test on test system, returnable, if used on it. Put in contract with vendor.
· Veronica asked, “Are people looking at software qualified to look at software?”. 30 days get all your data off. Cancel contract.
· Christy noted that QA SME follows 1172 Std for quality, resources, continuing training for SQA SMEs. Listen to Linda Westfall’s weekly free seminars. Value to be trained each year funding.
· Veronica noted, for training requirement, the DOE Std does not flow down to separate project. Training is covered under Order attachment 4.
· Christy noted at her lab for the 10 SQA activities at her lab, have SMEs.
· Veronica noted for SQA SME qualification as a baseline. Minimum baseline is what is required.
· Christy noted, for nuclear safety engineer, 2 years of training on HAD documents, with level of qualifications. DOE Std is a good start for DOE.
· Vicki asked that everyone send their presentations to Vicki for Box. They will be placed in folder for 2021 Fall Virtual Meeting at Box.
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