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Can STPA be used to 
identify Cyber Security 
Requirements?

Can Secure Software 
Be Developed with 
Agile?

2
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Explicit Requirements

1. User adds records

2. User deletes records

3. User modifies records

4. User merges multiple 
records

5. Bla, bla, bla

Implicit Requirements

 Make it easy to use

 Make it scalable

 Make it secure

3
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 Customer may not be able to explicitly state what they want in 
terms of security requirements,  but ……

4

They know they want their 
software to be secure.
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• 94% of malware was delivered through email
• 34% of data breaches that occurred were due to insiders
• 17% of data breaches involved malware

• Over 80% of security breaches were a result of phishing attacks

• 60% of security breaches occurred due to unpatched vulnerabilities

• Attacks on IoT devices grew threefold in early 2019

6
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 Globally 30,000 a day

 Trillions of dollars
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Hazards
 H1. Malware

 H2. Phishing

 H3. Man-in-the Middle

 H4. Denial of Service

 H5. SQL Injection

 H6. Buffer Overflow

 H7. Zero Day Exploit

 H8. DNS Tunneling

Losses
 L1. Loss of Life or Injury 

 L2. Financial Losses

 L3. Loss of Sensitive Information

 L4. Loss of Trade Secrets 

 L5. Loss Public Trust 

 L6. Loss of Business Operation 12



Hacker

Target

FeedbackActuator

Hazards
H1. Malware
H2. Phishing
H3. Man-in-the Middle
H4. Denial of Service
H5. SQL Injection
H6. Buffer Overflow
H7. Zero Day Exploit
H8. DNS Tunneling

Model of Control Structure: 
Cyber Security as a System

L1. Loss of Life or Injury 
L2. Financial Losses
L3. Loss of Sensitive Information
L4. Loss of Trade Secrets 
L5. Loss Public Trust 
L6. Loss of Business Operation
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 H1.1 Adware

 H2.2 Bots

 H1.3 Rootkits

 H1.4 Viruses

 H1.5 Worms

 H1.6 Trojan

 H1.7 Spyware

 H1.8 Keylogger

 H1.9 Ransomware

 H1.10 Scareware

14
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Attack Types
H1. Malware
H1.1 Adware
H1.2 Bots
H1.3 Rootkits
H1.4 Viruses
H1.5 Worms
H1.6 Trojans
H1.7 Spyware
H1.8 Keylogger
H1.9 Ransomware
H1.10 Scareware

H2 Phishing
H3 Man in the Middle
H4 Denial of Service
H5 SQL Injection
H6. Buffer Overflow
H7 Zero Day Exploit
H8 DNS Tunneling
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Hacker

Target

DataAttack

H1.1 Adware

M1.1 Run Software to Detect 
and Remove  Known Adware 
and Potentially Unwanted 
Programs (PUP)

M1.4.1 Assure Virus detection 
software is running and is up to 
date

M1.4.2 Detect higher than 
expected CPU and RAM 
Memory usage

M1.4.3 Scan active tasks 
looking for unidentified tasks

M1.4.7 Check for unexpected 
dialog boxes or windows

M1.8.5 Detect slower activities 
such as starting programs, 
browsing, pop ups.  
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Attack Types 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50
H1. Malware

H1.1 Adware X X X X X X 6
H1.2 Bots X X X 3
H1.3 Rootkits X X X X X X 6
H1.4 Viruses X X X X X X X X X X X X X 13
H1.5 Worms X X X X X X X X X X X X X 13
H1.6 Trojans X X X X X X X X X X X X X 13
H1.7 Spyware X X X 3
H1.8 Keylogger X X X X X X X X X X 10
H1.9 Ransomware X X X X X X X X X X X X X X  X 15
H1.10 Scareware X X X X  X X X X 8

H2 Phishing X X X   X X X X X 8
H3 Man in the Middle X X X X X X X X X 9
H4 Denial of Service X  X X X X X X 7
H5 SQL Injection X X X X X X 6
H6. Buffer Overflow X X X X   X X X 7
H7 Zero Day Exploit X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X X 50
H8 DNS Tunneling X X X X X X 6

183
Totals 5 3 2 8 8 10 14 8 6 5 7 5 7 5 5 2 3 2 2 3 3 2 2 2 2 3 3 3 3 2 2 2 2 3 2 2 2 2 2 2 2 2 2 2 2 2 2 8 2 3 183

Mitagation Placement
External to Application 19 38.0%  
Possibly in Application 24 48.0%
Within Application 7 14.0%
Total Mitagations 50
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 Mitigate Phishing (80%)

 Mitigate Lack of Updating and 
Patches (60%)

 Address Explicate Security 
Requirements Early

 Not all mitigations can happen in 
the application

 Stakeholders must include Network 
and IT Subject Matter Experts

 Nothing about Agile prohibits these 
mitigations

19
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