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ORIGINAL SCOPE FOR TEAM ON 

TASK 3 – SOFTWARE-RELEVANT DOE ORDERS

DETAILS:

• CREATE A MATRIX OF DOE ORDERS, POLICIES, AND GUIDELINES THAT HAVE REQUIREMENTS 
AND/OR GUIDANCE RELATED TO SOFTWARE

• HOW TO BETTER INTEGRATE 414 WITH OTHER DOE ORDERS (E.G., 200.1A, 205.1C, ETC.) 
AND/OR CLARIFY AREAS THAT SEEM TO CONTRADICT
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ORIGINAL SCOPE FOR TEAM ON 

TASK 6 – STANDARD FOR SOFTWARE

DETAILS:

• SHOULD 414 HAVE AN ALTERNATE STANDARD FOR SOFTWARE QUALITY ASSURANCE?
• 414 CURRENTLY REQUIRES NQA-1-2008 WITH 2009 ADDENDUM FOR SAFETY SOFTWARE (OR AN APPROVED EQUIVALENT) AND 

A RECOGNIZED NATIONAL STANDARD FOR NON-SAFETY SOFTWARE

• WHAT WOULD THAT BE? MAKE A CASE FOR AN ALTERNATE (OR ALTERNATES)
a. ARE THERE OTHER/BETTER ALTERNATE STANDARDS MORE APPROPRIATE FOR SOFTWARE?
b. THE GROUP WILL PRESENT PROS AND CONS OF OTHER STANDARDS
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LETS MERGE THE TEAM!
EFCOG SQA SUB-TASK

T7 - SOFTWARE STANDARDS AND ORDERS

Standard for Software

Cristy Renner, Fluor BWXT (Lead)

cristy.renner@ports.pppo.gov

Faith Girolamo, SRS

Kamie Hopper, SNL

Dave Thoman, Amentum

Teri Vincent, Consolidated Nuclear Security 

Software-Relevant Orders

Annette Coonfield, WRPS (Lead)

Annette_e-coonfield@rl.gov

Clyde Armstrong, Tru Project 

Orlando Ferrer, WRPS,

Alvin McClerkin, NNSA-NFO

Faith Girolamo, SRS

Vicki Pope, LLNL

mailto:-cristy.renner@ports.pppo.gov
mailto:Annette_e-coonfield@rl.gov
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How can the Software Standards and Orders information help us?

Share the completed matrix with your site. It may help them compare this information with their
policy and plans to make sure they have up to date flow down to their procedures.

We understand as this document stays live it will always need reviewed for completeness or the
latest review. However, some will just appreciate a one stop shop to read these documents.
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How can the Software Standards and Orders information help 
Software Quality?

Some typical SQA Audit/Assessment Findings or Observations

 Project documents providing guidance for software development work activities were not in 
records. 
 Too many multiple location and too many software owners. 

 Utility calculations and other software tools are inconsistently classified, graded and managed.
 Utility software tools not being CM controlled and qualification of legacy data was not 

performed.
 Utility scripts used to support testing and calculation verification purposes are not CM 

controlled.
 Utility script(s) coding conventions are not defined or documented.
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Typical SQA Audit/Assessment Findings or Observations con’t

 Project does not have a documented Software or System Requirement Document

 Project does not have a documented validation/verification/testing process. 

 Software development life cycle work activities continue.

 The project software 10 Element are incomplete or non-existent.

 Follow-up on SQA Audits/Assessments for implementation effectiveness.
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Matrix of Orders, Policies, and Guides with software requirements.
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Where do we stand today

Software Standards and Orders 
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• 10 CFR Part 830 Subpart A Nuclear Safety Management, Quality Assurance Requirements 

• ASME NQA-1-2008, Quality Assurance Requirements for Nuclear Facility Applications

• ASME NQA-1a-2009 Addenda to NQA-1-2008

• DOE N 203.1 Software Quality Assurance Expired
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• DOE O 200.1A Information Technology Management

• DOE O 200.1A - Chng 1 Information Technology Management

• DOE O 205.1A DOE Cyber Security Management

• DOE O 205.1B DOE Cyber Security Program 

• DOE O 205.1C DOE Cybersecurity Program

• DOE O 243.1B Reference to Department of Defense (DoD) 5015.2-STD, Electronic 

Records Management Software Application Design Criteria Standard 

• DOE O 414.1D Quality Assurance

• DOE O 414.1D Chg1 Administrative Changes to DOE O 414.1D, Quality Assurance 

• DOE O 426.2 Personnel Selection, Training, Qualification and Certification Requirements 
for DOE Nuclear Facilities
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• DOE G 414.1-4 Safety Software Guide for Use with 10 CFR 830 Subpart A, Quality 

Assurance Requirements, and DOE O 414.1C, Quality Assurance  

• DOE G 420.1-3 Implementation Guide for DOE Fire Protection and Emergency Services 
Programs for Use with DOE O 420.1B, Facility Safety

• DOE P 205.1 Departmental Cyber Security Management Policy 

• DOE STD 1135-99 Guidance for Nuclear Criticality Safety Engineer Training and 

Qualification 

• EM-QA-001, Rev 1 Quality Assurance Program (QAP) 
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• NAP 401.1 NNSA Policy Letter Weapon Quality Policy

• NIST SP 800-53 Rev. 4 Security and Privacy Controls for Federal Information Systems and Organizations 

• NNSA SD 205.1 Baseline Cybersecurity Program

• NUREG/CR-6263 Volume 2 High Integrity Software for Nuclear Power Plants 
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• 10 CFR Part 830 Subpart A Nuclear Safety Management, Quality Assurance Requirements 
• DOE O 205.1B DOE Cyber Security Program 
• DOE O 243.1B (DoD) 5015.2-STD, Electronic RM Software Application DC Standard 
• DOE O 414.1D Chg1 Administrative Changes to DOE O 414.1D, Quality Assurance 
• NAP 401.1 NNSA Policy Letter Weapon Quality Policy
• NIST SP 800-53 Rev. 4 Security and Privacy Controls for FIS & O 
• NNSA SD 205.1 Baseline Cybersecurity Program
• NUREG/CR-6263 Volume 2 High Integrity Software for Nuclear Power Plants 
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ANY TAKERS !?! 
DOCUMENT NAME

1. 10 CFR PART 830 SUBPART A

2. DOE O 205.1B

3. DOE O 243.1B

4. DOE O 414.1D CHG1  

5. NAP 401.1

6. NIST SP 800-53 REV. 4

7. NNSA SD 205.1

8. NUREG/CR-6263 VOLUME 2

9. IEEE STD

EFCOG MEMBER

1.

2.

3.

4.

5.

6.

7.

8.

9. IEEE DOCUMENTS 
1012,1016,1219,1228,610,12,830,23026,

DESIGNED FOR SOFTWARE QUALITY 
ENGINEERING
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