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Office of Environment, Health, Safety and Security

Agenda

• Suspect/Counterfeit Items Working Group 
(SCIWG) Current and Completed Initiatives

• SCIWG Future and Proposed Initiatives

• Communications

• Workshops (Past and Upcoming)

• Metrics
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SCIWG Current and Completed 
Initiatives



Office of Environment, Health, Safety and Security

SCIWG Current & Completed 
Initiatives: Task Log

11/11/2021 4

Task Number Subgroup Name Group Lead

20-SG-01 Data Collection Sheet (DCS) Colette Broussard

20-SG-02 Charter John Verderber

20-SG-03 GIDEP (FAR 52.246-26) Tammie Graham

21-SG-04 Fastener/ Headmark List Gabrielle Holcomb

21-SG-05 S/CI CRAD Gabrielle Holcomb

21-SG-06 S/CI Training/Education Gabrielle Holcomb



Office of Environment, Health, Safety and Security

Data Collection Sheet 
(DCS) Subgroup

Purpose:

• Address the use of DCSs.

• Provide response to Kobe Steel.

Outcome:

• Memo provided to DOE complex on use 
of DCSs.

• Memo released to Kobe Steel.
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Office of Environment, Health, Safety and Security

GIDEP Reporting 
Subgroup

Purpose:

• FAR 52.246-26, Reporting 
Nonconformances guidance.

Outcome:

• Whitepaper providing guidance on 
submitting nonconforming items to GIDEP 
per FAR 52.246-26.
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To obtain a copy of the whitepaper 
email: gabrielle.holcomb@hq.doe.gov



Office of Environment, Health, Safety and Security

Update S/CI CRADS 
Subgroup

7

Purpose

Provide accurate up-to-date S/CI 
information for criteria review and approach 
document.

Status

Draft complete and in review by team.



Office of Environment, Health, Safety and Security

Update S/CI Fastener 
Headmark List Subgroup
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Purpose

Update DOE S/CI Fastener Headmark list to 
include additional context, information, and 
guidance involving suspect and counterfeit 
fasteners.

Status

Draft complete and in review by team.



Office of Environment, Health, Safety and Security

S/CI Training/Education 
Subgroup 

9

Purpose

Provide S/CI Awareness Training that is available 
to the DOE/NNSA complex, Subcontractors, and 
prospective suppliers (with login) through NTC. 

Status

Currently in storyboard phase for general S/CI 
knowledge- Completion date estimated FY 2022 
Q2. 



Future and Proposed 
Initiatives



Office of Environment, Health, Safety and Security

S/CI Virtual and Live 
Training Courses

Purpose

Provide targeted S/CI Training specific to 
various roles that is available to the 
DOE/NNSA complex, Subcontractors, and 
prospective suppliers (with login) through 
NTC. 

Estimated Start Date

FY 2022-Q2
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Office of Environment, Health, Safety and Security

S/CI Centralized 
Reporting

Purpose

Provide a centralized S/CI reporting website 
which would be a one-stop shop for 
reporting to the OIG, ORPS, OPEXShare, and 
GIDEP through one webform. 

Estimated Start Date

TBD
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Office of Environment, Health, Safety and Security

S/CI Policy Updates: 
Reporting

Purpose

Update reporting criteria in DOE O 414.1D 
based on updated reporting processes and 
collaboration with OIG. 

Estimated Start Date

TBD
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Office of Environment, Health, Safety and Security

S/CI Policy Updates: 
S/CI Handbook

Purpose

Update DOE S/CI Resource Handbook DOE-
HDBK-1221-2016.

Estimated Start Date

TBD
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Communications FY 2021



Office of Environment, Health, Safety and Security

FAKEs News
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First issued in 
February 2021 and is 

issued approx. 
monthly



Workshops FY 2021



Office of Environment, Health, Safety and Security

Workshop: April, May, 
June
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Link to workshop 

slides in 

Powerpedia 

(access available 

to DOE Federal 

and Contractor 

employees). 

https://powerpedia.energy.gov/w/images/b/be/SCI-Workshop-2021.pdf


S/CI Reporting & Metrics 



Office of Environment, Health, Safety and Security

Reporting

Y

NN

Y

Is the item safety-related 
such as part of a safety 

related structure, system or 
component (i.e., SC, SS, or 

SSC)?

STE
P

REFERENCE: DOE O 232.2A, 
Occurrence Reporting and 
Processing of Operations 
Information 
(Att. 2-Subgroup C)
RESOURCE: ORPS

Was the item found in-
service (i.e., not during 

receipt inspection)?

Could the items failure result 
in a loss of safety function or 
does it present a hazard to 

the public or worker safety?
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https://www.directives.doe.gov/directives-documents/200-series/0232.2-BOrder-a-chg1-minchg/@@images/file
https://www.energy.gov/ehss/corporate-reporting-analysis/databases/occurrence-reporting-and-processing-system


Office of Environment, Health, Safety and Security

Reporting

Y

NN

Y

STE
P

REFERENCE: DOE O 232.2A, 
Occurrence Reporting and 
Processing of Operations 
Information 
(Att. 2-Subgroup C)
RESOURCE: ORPS

If yes to any or all these 
questions the item is likely 

reportable into the 
Occurrence Reporting and 
Processing System (ORPS)

21

https://www.directives.doe.gov/directives-documents/200-series/0232.2-BOrder-a-chg1-minchg/@@images/file
https://www.energy.gov/ehss/corporate-reporting-analysis/databases/occurrence-reporting-and-processing-system


Office of Environment, Health, Safety and Security

Occurrence Reports 
(FY 2018-2021) 
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Office of Environment, Health, Safety and Security

Occurrence Reports 
(FY 2018-2021) by Type

Electrical , 5

Fabrication, 

1

Fastener, 9

Hoist, 

Lifting, 

Rigging, 5

Packaging/Shipping, 1
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Office of Environment, Health, Safety and Security

Occurrence Reports 
(FY 2021) Examples

EXAMPLE 1:
EM-RL--CPCC-GENLAREAS-
2021-0002
Eight Ratchet Straps with 
Suspect/Counterfeit Items 
Bolts

EXAMPLE 2:
EM-RL--CPCC-324FAC-2021-0001Eight 
Suspect Molded Case Electrical Breaker
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Office of Environment, Health, Safety and Security

Reporting

Y

NN

Y

STE
P

REFERENCE: DOE O 
210.2A, DOE 
Corporate Operating 
Experience Program
RESOURCE: DOE 
OPEXShare

Some S/CI or Defective 
Item (DI) information 

may not be well 
communicated to the 

sites or may have a 
broad impact, in these 
cases DOE OPEXShare 

should be used

Contact your local OPEX 
coordinator to see what 
options may be available 

(i.e., lessons learned, best 
practices, or if HQ may be 

able to issue OE 
documents, etc. )
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https://www.directives.doe.gov/directives-documents/200-series/0210.2-BOrder-a/@@images/file
https://doeopexshare.doe.gov/index


Office of Environment, Health, Safety and Security

DOE OPEXShare 
(FY 2018-2021)

NOTE: Operational Experience or OPEX documents include Operating 
Experience Leveled Documents (i.e., OE-1 through 3), best practices, 
lessons learned, product recall/alerts, success stories, etc.  NOTE: DOES 
NOT INCLUDE DCSs
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Office of Environment, Health, Safety and Security

DOE OPEXShare
(FY 2021)

EXAMPLE #1
Thomas Jefferson National 
Accelerator Facilities (TJNAF) 
received suspected counterfeit 
N95 masks. Per contract 
requirements, approval was 
requested from the TJNAF/DOE 
Site Office to dispose of them 
appropriately.

Reference Lesson Learned in 
DOE OPEXShare
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https://doeopexshare.doe.gov/lesson/35982


Office of Environment, Health, Safety and Security

DOE OPEXShare 
(FY 2021)

EXAMPLE #2
Visual inspection revealed that the 
12V, 36W power supply/power 
adapter was marked with a model 
number but had no manufacturer 
name. In addition, the Nationally 
Recognized Testing Laboratory 
(NRTL) marking was questionable. 
LLNL concluded that this is a 
suspect/counterfeit item and not to 
be used.
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Office of Environment, Health, Safety and Security

DOE OPEXShare 
(FY 2021)

EXAMPLE #3- OE-3 Issued for new FAR rule 52.246-26, 
Reporting Nonconforming Items
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https://doeopexshare.doe.gov/OPEXShareFiles/pdf/35907_OE-3%202020-03.pdf


Office of Environment, Health, Safety and Security

DOE Data Collection Sheets 
(FY 2021)- Total Issued

NOTE: Data Collection Sheets (DCS’s) are derived from various recalls and alert 
notices including those from the Consumer Product Safety Commission (CPSC), 
Federal Drug Administration (FDA), and manufacturer notifications. 
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Office of Environment, Health, Safety and Security

DCS (2021)- Source of 
Information FY 2021

135

21

1

1

75

1

CPSC
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TJNAF
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Office of Environment, Health, Safety and Security

DCS Types of Items 
(FY 2021)
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Office of Environment, Health, Safety and Security

DOE S/CI 
RELATED DATA 
COLLECTION 

SHEETS (2021)
EXAMPLE #1

EXAMPLE #1 
DOE S/CI 

Related Data 
Collection 

Sheets 
(FY 2021)
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Office of Environment, Health, Safety and Security

DOE S/CI 
RELATED DATA 
COLLECTION 

SHEETS (2021)
EXAMPLE #2

EXAMPLE #2 
DOE S/CI 

Related Data 
Collection 

Sheets 
(FY 2021)
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Office of Environment, Health, Safety and Security

Reporting

Y

NN

Y

STE
P

REFERENCE: FAR 52.246-26, Reporting 
Nonconforming Items 
RESOURCE: GIDEP

All S/CIs not currently 
under investigation are 
required to be entered 
into GIDEP with very 
few exceptions if this 

FAR (52.246-26) is 
included in your 

contract. 

NOTE:
CONTRACT

SPECIFIC

To obtain a copy of the FAR 52.246-26 
whitepaper created by the SCIWG 
email: gabrielle.holcomb@hq.doe.gov
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https://www.acquisition.gov/far/52.246-26
https://www.gidep.org/


Office of Environment, Health, Safety and Security

DOE GIDEP Reports 
FY 2021 Sources
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Office of Environment, Health, Safety and Security

DOE GIDEP Reports 
FY 2021 Item Types

Book, 1

Chemicals, 1

Electrical , 1

Electronics, 2

Medical, 1

Test 
Equipment, 

1

Book

Chemicals

Electrical

Electronics

Medical

Test Equipment

(blank)
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Questions

Gabrielle Holcomb
gabrielle.holcomb@hq.doe.gov 38



Resources & Backup Slides



Office of Environment, Health, Safety and Security

Resources: Webpages

• Suspect/Counterfeit Items Website on 
energy.gov:
– https://www.energy.gov/ehss/suspectcounterfeit-

and-defective-items

• Suspect/Counterfeit and Defective Items 
website (requires registration):
– https://reportspw1.doe.gov/sci

• Suspect/Counterfeit website on Powerpedia
– https://powerpedia.energy.gov/wiki/Suspect_or_Co

unterfeit_Items_and_Defective_Items

11/11/2021 40

https://www.energy.gov/ehss/suspectcounterfeit-and-defective-items
https://reportspw1.doe.gov/sci
https://powerpedia.energy.gov/wiki/Suspect_or_Counterfeit_Items_and_Defective_Items


Office of Environment, Health, Safety and Security

Resources: DOE 
Directives & Standards

• DOE O 414.1D, Quality Assurance
– DOE G 414.1-2B, Quality Assurance Program Guide

• DOE O 232.2A, Occurrence Reporting and 
Processing of Operations Information

• DOE O 210.2A, Corporate Operating Experience 
Program

• DOE O 221.1B, Reporting Fraud, Waste, and 
Abuse to the Office of Inspector General

• DOE-HDBK-1221-2016, Suspect/Counterfeit 
Items Resource Handbook
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https://www.directives.doe.gov/directives-documents/400-series/0414.1-border-d-ltdchg2
https://www.directives.doe.gov/directives-documents/400-series/0414.1-EGuide-2b-admchg2
https://www.directives.doe.gov/directives-documents/200-series/0232.2-BOrder-a-chg1-minchg
https://www.directives.doe.gov/directives-documents/200-series/0210.2-BOrder-a
https://www.directives.doe.gov/directives-documents/200-series/0221.01-BOrder-b
https://www.standards.doe.gov/standards-documents/1200/1221-BHdbk-2016-CN1-2017


Office of Environment, Health, Safety and Security

Occurrence Reports 
(FY 2021)- Backup Slide

1. NA--NPO-CNS-PANTEX-2021-0017

– Suspect 35-Account Shipping Containers

2. EM-RL--CPCC-GENLAREAS-2021-0002

– Eight Ratchet Straps with Suspect/Counterfeit Items Bolts

3. NA--NVSO-LLNV-LLNV-2021-0001

– Suspect Fasteners

4. EM-RL--CPCC-324FAC-2021-0001

– Suspect Circuit Breaker (later confirmed as 
defective/nonconforming)

5. SC--TJSO-JSA-TJNAF-2021-0006

– Suspect power supply 
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Office of Environment, Health, Safety and Security

DOE GIDEP Reports 
FY 2021 Backup Slide

Doc Date
Fiscal 
Year Site

Site 
Code Report #

Link to 
Report Brief Description Product Group

Nonconformance 
or S/CI

10/22/20202021 LLNL EKU EKU-P-21-01 Link Nonconforming N95 Masks Medical Nonconformance

10/29/20202021 SNL CRJ CRJ-P-21-01 Link Nonconforming Capacitors Electronics Nonconformance

2/2/20212021 SNL CRJ CRJ-P-21-02 Link Nonconforming Socket Contacts Electronics Nonconformance

3/4/20212021 SNL CRJ CRJ-P-21-03 Link
Nonconforming Digital Load 
Indicators Test Equipment Nonconformance

5/25/20212021 LLNL EKU EKU-P-21-02 Link
Suspect Counterfeit AC DC 
Adapter Electrical S/CI

8/3/20212021 LLNL EKU EKU-P-21-03 Link

Suspect Counterfeit 
Dimensioning and Tolerancing 
Book Book S/CI

6/3/20212021 KCNSC AAN AAN-L-21-057 Link
Acetone found in Isopropyl 
Alcohol bottles Chemicals S/CI
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https://gidep-data.gidep.org/cgi-bin/listdoc_env?314757
https://gidep-data.gidep.org/cgi-bin/listdoc_env?314913
https://gidep-data.gidep.org/cgi-bin/listdoc_env?316318
https://gidep-data.gidep.org/cgi-bin/listdoc_env?317139
https://gidep-data.gidep.org/cgi-bin/listdoc_env?319333
https://gidep-data.gidep.org/cgi-bin/listdoc_env?320016
https://gidep-data.gidep.org/cgi-bin/pdf_ret?318858

